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Cloud Services Background

Cloud Services is a collection of remote computing services that together make up a cloud computing platform,
offered over the Internet by different vendors of Cloud environment.

Server platforms are created and maintained by the Cloud Services Management Console. In Cloud Services,
providers use the Cloud Instance to allow users to rent virtual computers called “instances”. There are many features
available for these virtual computer instances including, Auto-Scaling?, Network and Storage management. This
enables users to handle changes in infrastructure requirements that are normally affected by spikes and outages and
reduces the need to forecast traffic.

Cloud Services uses templates which are special types of virtual appliances (e.g. Amazon Machine Images — AMI)
that contain the software configuration (e.g. operating system, application server and applications). An instance can
be launched from a preconfigured image, which is a copy of the running virtual server in the cloud.
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Figure  0: AMI Instances

An instance of a virtual server in a cloud operates like a traditional host, and the user can interact with it as it is a
normal computer. The administrator user will be provided with complete control of the instance(s) to perform
administrative works on the instance(s).

By default, a cloud instance has two IP addresses at launch time: a private IP address and a public IP address that is
mapped to the private IP address through network address translation (NAT). Every time an instance is restarted, the
instance will get a new public hostname/IP address. The private hostname/IP address will stay the same until the
instance is terminated. The way to keep a static Public hostname/IP address is to allocate an Elastic IP address and
associate it with the instance. Public IP (An Elastic IP address (EIP), or Reserved IP) is a static Public IP address

1 Amazon CLOUD INSTANCE auto-scaling



http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html

designed for dynamic cloud computing. For example, the failure of an instance or software can be masked by
remapping the public address to another instance rapidly.

Note:

- The private IP address of the instance is not reachable from the Internet.
- Ensure that the hostnames used in the configuration files that need to be accessed externally resolve to the
public IP address within the local network.
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Preparation Activities

EC2 on Windows Platform

To install Control-M that will be highly availability, do the following to assign AMI a hostname in the format of ‘ip-<hex
Internal IP>’, so the AMIs can communicate with each other by private hostname.

Launch the “EC2 Service Properties”
- Select the “General” Tab
- Check the box for “Set Computer Name”

Ec? Service Properties - |offx]
(®e]

General | Image | Sto

Set Computer Mame

[] Set the computer name of the instance ta ip-<hes Intemal IP> name.
Dizable thiz feature to persist your own computer name setting.

M

[] Enable UserD ata execution for next service start [automatically enabled at Sysprep)
eg. <gonpl</eonpty or <poverzhells < powershell:

Ewent Log

[] Output event log entries on the consale for eagy monitaring and Settings

debugaging from the clignt.

W allpaper Infarmation
Check the bow to overlay information on the current wallpaper.

Thiz will be generated everytime a user logs in.
Uncheck the box to rezet the background to what was previougly zet,

Mate: These changes will take affect on next boot or restart of the ecZconfig service.

Attribution
Wergion:  4.2.1442

QK. || Cancel || Apply

Figure 1: Enable ‘Set Computer Name’



Installing Control-M on EC2 Unix/Linux Platform:

Below is the step by step procedure for creating a virtual server using AWS and for installing Control-M with RDS
Oracle. As the creation of an instance is Cloud specific, do setup the cloud instance using the procedures specified
by the Cloud vendor.

1) Create a Control-M supported UNIX / Linux OS instance (for example, Red Hat 6.5 or higher instance)

a. Inthe Cloud Services Management Console, select the instance operating system as desired:
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Figure 1: Choose an Amazon Machine Image (AMI)

b. Choose the instance type:
Note: Please avoid using t2 instance type whose default kernel setting in Linux
platform is insufficient for Control-M

Step 2: Choose an Instance Type
Currently selectsd: ms Jarge (10 ECUs. 2 VCPUS, 2.5 GHZ. Inel Xecn Platinum 8175, B Gi8 memary, EB5 oaly)
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@nano 1 s e8s ony Lowo Mooerate ves
E8S anly Lowto Mooerate =
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Figure 2: Choose an Instance Type

C.

Use the default configuration except for the following:
Select a supported Control-M OS with at least 8 GB of RAM or as specified in the installation for

i
hardware requirements for the components you will be installing.

ii. Add at least 30GB of storage or as specified in the installation guide for disk space require
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Figure 3: Add Storage

d. “Tag” the instance with a name for easy reference. E.G. CONTROLM
‘console.aws.amazon.com, # tanceW - =
0 Oracle Login G Google ® salesforce.com  Group: BMC Con [B) Welcome! | Linke %8 Bay News 9| Tar P Pandorainternet &) Settings 3 BMC Software » (1) Other bookmarks

4\ Support Central

€«>ca
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Step 5: Tag Instance
Atag conssts of a case-senstive key-value par. For example, you could defne a tag wih key = Name and value = Webserver about tagging your Amazon EC2 resources
Key Value —
Name CONTRGL M| o
Create Tag

cancet. [Bins Next: Contigure Secunty Group
Figure 4: Tag Instance



e. Configure the Security Group as follows:
Control-M requires the following setting for the Security Group:
o TCP port 22 for SSH access to login to the server

O TCP port 18080 for the Control-M EM Web Server (HTTP)

O TCP port 7105 for Control-M Agent-Server communication

O TCP port 7106 for Control-M Server-Agent communication

O TCP port 8443 for Control-M Automation APl (HTTPS)

o TCP port 2368 for Control-M/Server High Availability, communication between Primary and

Secondary
o TCP port 2369 for Control-M/Server to Control-M EM Configuration Server communication
o TCP port 2370 for Control-M/Server to Control-M EM Gateway communication

O Open inbound traffic for RDS Oracle/PG/MSSQL ports

Step 6: Configure Security Group
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Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend sefling security group rules to allow access from known IP addresses only.
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Figure 5: Configure Security Group

f.  Review the instance configuration and launch the instance:
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Figure 6: Review Instance Launch

g. Create and Store a Public/Private security key pair for logging in with SSH
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Figure 7: Creating Key Pair

h. Inthe Cloud Instance Network, create an Elastic IP address (Public IP) and associate it with your server
instance
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Figure 8: Associate Elastic IP Address

Login to the Cloud Services server using SSH

a.
b.
c.

Login username is “Cloud Instance” user, not root.
SSH login format: ssh -i <path>/<private key file> <Cloud Instance user>@<public hostname>
Login as root: sudo su —

Note: you may not be able to SSH from within the company network to the Cloud Services instance.
You may need to have IT open the Cloud Services instance IP address for SSH or access the Cloud
Services instance from inside the company network. However if you have a Windows EC2 machine
then you are able to RDS to the Windows box in the Cloud and then ssh to a Linux/Unix machine within
your Cloud.

Configure the cloud instance

a.

Create the controlm unix group: groupadd control
Note: For Linux environment, it is recommended that Control-M Enterprise Manager and Control-
M/Server are installed in its own individual OS accounts.

Using separate accounts
o Create the Control/EM unix user: useradd —d /<home>/ctmem —g controlm —s /bin/csh ctmem
o Create the Control/Server unix user: useradd —d /<home>/ctmserv —g controlm —s /bin/csh ctmserv

After installing Control-M/EM repeat steps 4 — 7 below for Control-M/Server.
Step 5 should be performed only once on a given machine.

Using Onelnstall

o Create the controlm unix user: useradd —d /<home>/ctm —g controlm —s /bin/csh ctm
Note: The Control-M Onelnstall will install the Control-M/Enterprise Manager(64 bit), Control-
M/Server(64 bit), Control-M/Agent(64 bit) and the CM’s (64bit) under one Unix user. The
Onelnstall requires the unix user shell to be either csh or tcsh since these are the only shells
all 3 products support. (Use Onelnstall for trial purposes only.)

Change permission on the Control-M EM and Control-M/Server home directory to 755:
chmod 755 /<home>/ctm

sftp the Control-M installation image to the Cloud Services server



a. Post Cloud Services only supports sftp and not ftp, however the BMC EPD does not support sftp
b. Use ftp to transfer the Control-M installation image to a on premises server
c. Use sftp to transfer the Control-M image to the Cloud Services server

Note:

- For Control-M V9.0.19 and higher, installation media found on EPD supports both On-premises and Cloud
platform. Chose the latest version found in the “Products” tab of the EPD site. A fixpack release is fully
installable and should be used as a latest full release.

Select Product Name Release Date Platform Fie Type | Sie

=) +/ [ Control-MEnterprise Manager 9.0.18 03-Jan-2018 ~
(m] + 1 Control MEnterprise Manager 9.0.00 15-Juk2015
o ! [ Control-MEnterprise Manager 8.0.00 22-Now-2012
[} % (21 Control-MEnterprise Manager 7.0.00 18-Jul-2010
O =/ [ Control M/Enterprise Manager 9.0.18 03-Jan-2018

D Not Applicable
] Not Applicable htm 22K8
O Microsoft Windows/NT zip 48118
] AIX iso 568
[m] AIX z 6G8
] Hicrosoft Windows/NT iso 568
[m] Microsoft Windows/NT zip 468
[m] Linux iso 168
] Linux z 568

- Starting with Control-M V9.0.18 an AMI image is available in the AWS marketplace. Only yearly releases are
available and not fixpacks. If you do use Control-M from AWS marketplace then the latest fixpack should be
applied on top of the yearly release. The fixpacks are available only on EPD.

o -/ [ Control-M/Enterprise Manager 9.0.00 15-Jul-2015

0 TestP WicrasoR Windows/NT zip M8
O Microsoft Windows/NT zip 9MB
O c £ ger 3FP2 - GAPo Wicrosoft Windows/NT zip 1918
0 #I (& Control MEnterprise Manager Version 9.0.00 AKX

[} =/ (2 Control-M/Enterprise Manager Version 9.0.00 Linux

O E Not Applicable htm 22K8
O Linux iso 4GB
o Linux z 5cB
= Linux iso 768
= Linux z 8GB

Figure 10: Choose Control-M Installation Media

5)  Run check_req.sh on Unix image to verify server kernel and account settings

a. Copy the file check_req_tar.Z from the installation media.
b. Ensure Korn shell is installed on the system. If not, install Korn shell as below:
O Run: yum install ksh
The Korn shell will be needed later for installing fixpacks
c. Ensure csh, psmisc, bc, flex, io libraries are install. If not, install the libraries as below

O yum install csh

O yum install psmisc

O yum install libaio

O yuminstall bc

O yum install flex
NOTE:

- If the following check_req error occurs “Not enough free swap space. At least 4GB free swap is required.”,
then the following steps will create a 6GB swap space file but for production systems you should allocate a
swap device instead

i Create the swap file: dd if=/dev/zero of=/swapfile bs=1024 count=6291456



ii. Change the permission of the new swap file: chmod 0600 /swapfile
iii. Setup the swap file with the command: mkswap /swapfile

iv. enable the swap file: swapon /swapfile
V. Enable it at boot time- edit /etc/fstab to include: /swapfile swap swap defaults 0 0
Vi. Verify the swap file space: cat /proc/swaps or free

- If the following check_req error occurs “Change the kernel.sem (semmni) value to higher or equal to 500”
O To view current settngs run: cat /proc/sys/kernel/sem
O To change settngs run: sysctl —w kernel.sem="250 32000 100 500"

6) Run the Control-M V9.0.xx Setup logged in to Control-M account

Note: This procedure is based on V9.0.00, it applies to V9.0.18 and higher too.

a. run setup.sh

b. Select custom install:

=== Control-M Workload Automation 9.0.80 Installation ===
=== Product Settings : Installation Options ===

: (x) control-M Workload Automation 9.0.080 - Full Installation

Use custom settings (y/n)? - y

Install trial version with all optional components (y/n}? - n

2 : () control-M Agent

3 : () Additional 1Installations

Cancel <P> Previous Panel =N=/<Enter> Next Panel ==

nter command or item number you wish to change: [I

Figure 11: Select Custom Install

c. Choose “Database Server Type” as Oracle and set “Using AWS RDS Database Server” as Y:



Control-M Workload Automation 9.8.00 Installation

Product Settings : Control-M Configuration ===

Database Server Type

( ) PostgresgL

(x) Oracle

Database size

( ) small - Less than 2,000 jobs per day, approximately 680 MB disk
(%) Medium - 2,001-10,000 jobs per day, approximately 2.2 GB dis
() Large - More than 18,000 jobs per day, approximately 6.8 GB d
Using AWS RDS Database server (y/n)? - y

Add demo folders with sample jobs after installation (y/n)? - y

Previous Panel = Enter> Next Panel ==

Enter command or item number you wish to change: [J

Figure 12: Choose Database Type

d. Fill out the Oracle RDS connection
=== Control-M Workload Automation 9.08.80 Installation ===

=== Product Settings : Database Server Connection ===

Oracle server hostname: ctmoradb.c9u3s9yuym9g.us-west-2. amazonaws .com
Oracle listener port number: 1521

Oracle database service name: ctmoradb

Database administrator login: SYSTEM

Database admin password:

= Previous Panel <N=/<Enter> Next Panel =

Enter command or item number you wish to change: []

Figure 19: Fill out Oracle Details

e. Setup the Database Properties



=—= Control-M Workload Automation 9.0.088 Installation ===

Product Settings : Database Properties ===

Enterprise Manager database owner username: emuser
Enterprise Manager database owner password: #
Control-M/Server database owner username: ctmuser

Control-M/Server database owner password:

Cancel =P> Previous Panel <N Enter> Next Panel ==

Enter command or item number you wish to change: [J

Figure 14: Setup Database Properties

f.  Follow the prompt and finish the installation

7) Install the latest fixpacks for Control-M/EM, Control-M/Server and Control-M/Agent
8) (Optionally) if you need to add a storage volume

Create the storage volume in Cloud Instance

Associate it with the Instance

Login to the server and create the partition on it using fdisk: fdisk

Create the file system using mkfs: mkfs -t ext4 /dev/xvdb

Mount it to a directory: mount -t ext4 /dev/xvdb /media/controlm

Add it to the /etc/fstab file so it automatically mounts on reboot.

For example, /dev/xvdf /media/controlm ext4 defaults 12

~ooo0oTw



Installing Control-M on Windows Platform:

Below is the step by step procedure for using AWS to create a Windows virtual server and for installing Control-M
with RDS PostgreSQL. This procedure is based on V9.0.00, and it applies to V9.0.18 and higher too.

1) Create a Control-M Supported Windows Operating system (for example Windows 2016 Server instance).
For the procedure, please refer to the Step (1) of Installing Control-M on EC2 Unix/Linux Platform and
select desired Windows OS instead.

2) Download Remote Desktop File for Windows instance

Connect To Your Instance

‘downloading snd runring the RDP shortcut e below.

Download Remots Desktop File

Public DNS  £c2.54-157.50.76 us-wes.2 compute amazonaws com
User name  Administrator
Password  Get Password

your instance, piease see cur

Figure 15: Download Remote Desktop File
3) Get Password

a. Click Get Password button

Connect To Your Instance

‘downloading and runmng the ROP shoricut e below.

Download Remote Desktop File

Public DNS  oc2.54.187.56.76 us-wes!.2 conute amazonaws com
Username  Administrator

Password Gt Password

Instance. please see our

Figure 16: Click Get Password

b. Browse the PEM file and Decrypt password



4)

5)

6)

Connect To Your Instance > Gat Password

“The okcwing ey Pir wss associaled wlh 4G nstance when L was orestd.
Koy Mame wineGRos
1 arcder 0 e yous password you il e t sprcy S B of s Ky Pai an your focal
machine
Key P Path oo
O you can cosy ami pasks the conlnts of he i Par bl

Figure 17: Click Get Password
Login to the Windows Image using Remote Desktop File

a. Launch the downloaded RDP file
b. Key in the username/password

sftp the Control-M installation image to the Cloud Services server

a. Post Cloud Services only supports sftp and not ftp, however the BMC EPD does not support sftp
b. Use ftp to transfer the Control-M V9.0.xx installation image to a server
c. Use sftp to transfer the Control-M V9.0.xx image to the Cloud Services server

Run the Control-M V9.0.xx Setup as described below

a. Launch the setup.exe

/,'4/ License Agreement

Please read the following license agreement careflly:
END USER LICENSE AGREEMEMNT H

@ License Agreement

Product Settings BY OPENING THE PACKAGE, DOWINLOADING OR INSTALLING, PRESSING "AGREE" OR "YES"
OR USING THE PRODUCT, THE ENTITY OR INDIVIDUAL ENTERING INTO THIS AGREEMENT
AGREES TO BE BOUND BY THE FOLLOWING TERMS. IF YOU DO NOT AGREE WITH ANY OF
Summary THESE TERMS, DO NOT INSTALL OR LSE THE PRODLICT, PROMPTLY RETURN THE
PRODUCT TO BMC OR YOUR BMC RESELLER, AND IF YOU RETURNED THE LICENSE WITHIN
15 DAYS OF THE DATE OF YOUR ORDER, CONTACT EMC OR YOUR BMG RESELLER FOR A
REFUND OF LICENSE FEES PAID. IF YOU REJECT THIS AGREEMENT, YOU WILL NOT ACQUIRE
AMY LICENSE TO USE THE PRODUCT,

Installation

This Agreement ("Agreement" is hetween the entity or individual entering into this Agreement
{"Customer"y and the BMC Entity for the applicahle Region where Customer acquired the License
as described in Section 18 {'BMC").

1 GEMERAL DEFINITIONS:

"Afflliate” is an entity that contrals, is controlled by or shares cormrman condrol with BMC or
Custarner, where such control arises fram either (3) a direct or indirect ownership interest of more
than §0% or (i) the power to direct or cause the direction of the management and policies,
whether through the ownership of voting stock by contract, or otherwise, egual to that provided by a
direct ar indirect ownership of mare than 50%. L
"Documentation” means the technical publications relating to the software, such as release notes :I

(® | accept the terms of this license agreement.
(21 1 do not accept the terms of this license agreement

[ext = | ‘ Cancel

Figure 18: Launch Setup.exe



b. Select Use Custom Settings

Product Settings - Installation Options

License Agreement Select one of the following installation options:

@ Control-ht Wiorkload Autornation 9.0.00 - Full Installation
- Use custom settings
[ Install trial varsion with all optional components

Product Settings
Summary

) Control-M Client
Installation 71 Gantrol-M Agent

) Additional Installations

Control-M Workload Automation 9.0.00:

Install Control-M Workload Automation base components

This custom installation enables you to select database semer, database names, user names and
ports.

| < Previous | || Mext = || | Cancel

Figure 19: Choose Custom Settings

c. Check Using AWS RDS Database Server

_ Product Settings - Control-M Configuration
° License Agreement
I ion path: |C:\Program Files\BMC Software
o Product Settings
Summary Select one of the i server

@ PostgreSQL
Installation O MS5aL

Database size:

|Memum—1,nn1—1n,nnnmhs per day -
Selectthe range that best describes the number of jobs expected on a daily basis

Ensure that sufficient disk space is ilable for the size.

Using AWS RDS D server?|

Add dermo folders with sample jobs after installation

| < Previous | | Mext = | | Cancel

Figure 20: Choose Database Type



d. Fillin your RDS PostgreSQL server details

° License Agreement

o Product Settings

Summary

Installation

Product Settings - BMC Software Database Advanced Parameters

Host interface name: cirmi.c AU IS Iyuym I, Us-we

Port number:
PostareSAL database server Port number (default: 5432)

Database admin (postgres) password: seseneee

[_] Enable Chinese, Japanese, Korean support

| < Brevious ‘ || Bzt > ‘l |

Cancel

Figure 21: RDS PostgreSQL detail

e. Setyour Database Properties

° License Agreement
@ Product Settings

Summary

Installation

Product Settings - Database Properties

Enterprise Manager database name: ‘emEDD

Mame must begin with a letter (a-z) followed by up to 29 characters or underscores

Enterprise Manager database owner username: ‘emuser

Login rmust begin with & letter (a-2) followed by up to 29 characters or underscores

Enterprise oumer (H ‘

Confirm password: ‘.

Passward must begin with a letter (A-7,a-7) followed by 5 to 289 alphanumeric
characters or underscores.
Hote: The EM username and password is also used to log in to the Control-M clients.

Control-MiServer database name: ‘ctr\mBDD

Kame must begin with a letter (a-2) followed by up to 29 characters or underscores

Control-MiServer database owner username: ‘CthSET’

Login must begin with a letter (a-2) followed by up to 29 characters or underscares

Control-MiServer owner o: \

Confirm password: ‘----""|

Password must begin with a letter (&7 a-2) followed by 5 to 29 alphanumeric
characters or underscores.

| < Previous ‘ [ et |

Cancel

Figure 22: Set Database Property
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f.  Follow the prompt and Install

Properties

Bv/|

v

= § i Compenent

° License Agreement
° Product Settings

o Summary

Installation

Summary

You are ahout to install Control-M version 9.0.00
Destination Folder: C\Program Files\BMC Software
Database Server Type: PostgreS0L

Database Server Name: cimdb. cOu3s9yuym9y us-west-2 rds. amazonaws. com
Control-M/Server Database Owner Username: cimuser
Control-M/Server Database Name: ctrlm200

Local IP Host Interface Name: WIN-50L3DNMIESIT
Agent-to-Server Port Number: 7005

Server-to-Agent Port Number: 7006

Control-M/EM TCP/IP Port Number: 2370

3
Generate an file: Generate
| < Previous ‘ ” Install || | Cancel
Figure 23: Control-M Workload Automation Installation
Logon the CCM then create GUI server, GCS, Web Server and Control-M/Server
Hame: Manage High Availability Diagnostics
+ Y Kosee | Hreae 8 anore E\ DJB [T Group by Companent| |17 one Level |
N +uw npase | ST > [7) Group by Host 173 show All
MNew  Refresh . System Web Server Actions
General Actions. Definitians Applications Tres View Grid Descendants
Contro-MEM: WIN-SOLIDMIRELT | Type [ ControkM EM
e 0 [* ControlMEM WIN-50L3DMIRS1T st o
V——— © s VSRS T EACIE T e e
~ Gateway: WIN-SOLIDMIRSTT & | = patabase (PostgresaL) tmch. st A Up 4 Rurning On: WIN-50L3DMIRS:
+ acs @ [T catenay WIN-SOL3DMIRSIT WIN-SOLIDMIRS1T 4w 4 Version: 9.0.00.2 (Patches:
VTR — e Vs oRSIT EACIE Message:
- Naiting Service [ GLI Server WIN-SOLIDMIRSTT WIN-SOLADMIRS1T 4w 4w Mo Mm' "
il 2 Horing srve ey tw 4w *
- Agent om wi-S0ldmyit 1 e Server WINSOLIDMORST 4w 4w

~ Database: chlmd00@ctmdb.c9...

<

[ [>

Components: 8 (Total: 17)

() batabase Status: Available () Configuration Server Status: Available

Al Services are OK
+ High Availability
+ Database Details

+ More Properties

O >

Figure 24: Create the Control-M/EM Components and Control-M/Server




Installing Control-M from AWS Marketplace

Below is step by step procedure creating a Linux based Control-M V9.0.00 environment from the AWS Marketplace,
and this procedure applies to V9.0.18 and higher too.

Note:
- The public DNS name must be available for AMI, so the Control-M can be installed

- Control-M for AWS Marketplace is not available for all AWS regions. If it is not available for your region,
please consider other regions.

Creating instance from AWS Marketplace

1) Logon the AWS Marketplace, and search by keyword of BMC

B s askaptaca o ¢ [

« 3 0

%
"

- B
[<3L]

Extend Your Network on AWS

with Citrix NetScaler
Enable a broad set of use cases for Enterprise IT

TRY NETSCALER NOW FOR FREE

Popular Categories

= &
L S B . &

Olo

Figure 25: Logon AWS Marketplace

2) Select the Control-M Workload Automation(BYOL)

\fawsmarketplace

View Catagorias ~

BMC (2 results) showing

Sbme Control-M Workload Automation (BYOL)

TrueSight Pulse
DIMIC  1oucsion susesives evetoperssn perstors need visbity o it spptations rom
frontend browser experience to backend infrastructure. Real-time insight ensures,

shawing 1-2

rehitecture
[ ga-sie iy

Figure 26: Search BMC

3) Read the product description and click Continue



Sbme Control-M Workload Automation (BYOL)
Control-M  sold by: BMC Software | See product video (&

Control-M integ| the of critical processes from a single point of control. With cross-application and
cross-platform scheduling capabilities, this powerful workload automation solution accelerates delivery of digital services and
increases the quality of service deli to your ci The Control-M ion API, included with Control-M, is a

programmatic interface that lets DevOps engineers embed sophisticated workflow functionality together with other application

artifacts to speed up the delivery of applications with higher quality. Specific for Big... Read more

Customer Rating ~ ####%# [v](0 Customer Reviews) You will have an opportunity to
review your order before launching or

being charged.
Latest Version  9.0.01

Operating System  Linux/Unix, Red Hat Enterprise Linux Red Hat Enterprise
Linux 7.2

Pricing Information

Use the dropdown selectors to see software pricing
information for the chosen AWS region, and to see estimated
Delivery Methods Single AMI infrastructure pricing for the chosen CloudFormation

64-bit Amazon Machine Image (AMI) (Learn more) template.

Single box deployment of the product

Control-M stack with RDS For Region
CloudFormation Template (View)

US East (N. Virginia) ~
Control-M stack on AWS Hourly AMI with PostgreSQL RDS

database.
Delivery Methods
Support  See details below Single AMI v
AWS Services Required  Amazon CloudFormation, Amazon EC2, Amazon EBS T Y Available for

customers with current licenses purchased via other

Highlights = Gain a faster, cost effective way to manage workloads channels.

with a unique architecture that supports growth and

Figure 27: Find Control-M Workload Automation

4) Launch by ‘“1-Click Launch’ or ‘Manual Launch’

Launch on EC2:
Control-M Workload Automation (BYOL)

1-Click Launch Manual Launch Price for your Selections:
Review, modify and launch | With EC2 Console, APl or CLI
Bring Your Own License (BYOL)

C[‘ k "A t S f't T & La h .th 1 cl k" t Available for customers with current licenses purchased via
ic ccept Software Terms unch with 1-Click" to other channels.
launch this software with the settings below

$0.28 / hour

$0.28 m4.xdarge EC2 Instance usage fees +

$0.00 hourly software fee

Once you accept the terms, you will have access to launch any version of this software
in any supported region. For future launches, you can return to this page or launch
directly from the EC2 console, APIs or CLI.

$0.10 per GB-month of provisioned

« Version storage
£BS General Purpose (SSD) volumes

Release Date 06/27/2016 [ }

Launch with 1-click

Release Notes Include:
- Control-M Workload Automation You will be subscribed to this software and agree that your use of this
9.0.00.200 software is subject to the pricing terms and the seller's End User

License Agreement (EULA) and your use of AWS services is subject to

- Control-M/Server for UNIX the AWS Customer Agreement.

9.0.00.100

- Support EMAIL with authentication

w Cost Estimator
w Region Bring Your Own License (BYOL)

Available for customers with current licenses
purchased via other channels.
US East (N. Virginia) ~
plus
$198.00 / month
EC2 Instance usage fees
Assumes 24 hour use over 30 days

w EC2 Instance Type

Figure 28: Choose Launch Type



5) Launching the Product

+ Thank you for launching Control-M Workload Automation (BYOL)

An instance of this software is now deploying on EC2.
Software and AWS hourly usage fees apply when the instance is running and will appear on your manthly bill.

Next Steps:

Related Links

= The software will be ready in a few minutes. AWS Management Console

Software Installation Details

Product

Version

Region

EC2 Instance Type

VPC

Subnet

Security Group

Your Software
Continue shopping on AWS Marketplace

Service Catalog
Control-M Workload Automation (BYOL)
Click here for instructions to deploy Marketplace

9.0.01 products in AWS Service Catalog.

us-east-1

md.xlarge

vpc-Saeab6id

subnet-4429f00d

Create new security group based on seller settings

Key Pair ami-Windows-2cpu-8gbMem
Figure 29: Launch Product
6) Navigate to “Your Software Subscriptions, and Click ‘View Instances’
Your Account AWS Billing Dashboard
YOU r S oftwa re SU bscri ptl ons Create Budget for AWS Marketplace charges
AMI & Saa$ Desktop

Control-M Workload Automation (BYOL)

Usage Instructions

View CloudFormation Stacks

CANCEL SUBSCRIPTION

Launch More Software View Instances

¥ Contact vendor # Write a review

Figure 30: View Subscriptions



7) Find your AWS instance, and click ‘Manage in AWS Console’

Instances Detail

i-0b9f63c0add2becb6  Version Red Hat Running Manage in AWS Console
Enterprise Linux 7.2 on
Linux/Unix

i-018b48fe8002fa37a Version Red Hat Running Manage in AWS Console
Enterprise Linux 7.2 on
Linux/Unix

CLOSE
Figure 31: View Instances

8) Now, Control-M Workload Automation (BYOL) instance is manageable in AWS Console

i o s

o e 0

QU searen|c164BIeB00283Ta Y f1010r1

@ tome - hsmce™ - WstaceType - AvalabdityZons - instince S - SuaChecks < AmSuWs  PUBCONS(PG - WWAPUE < i < oy name

e — T weasic e ©2zowas e e s@SWIZOT@. 1207 ——

13255 X
< Instance: | Public DNS: compute-1. LLI-F
Avis e
Bae e Description Status Checks. Morstonng Tags Usage instructons.
P ——

Voumes

Saapshots.

Figure 32: Manage instances in EC2 Console



Creating instance from AWS Marketplace under EC2 Console

Rather than creating Control-M instance from regular AWS Marketplace, Control-M instance can be created from
AWS Marketplace under EC2 Console. This option allows instance customization which has the option to assign an
existing security group and create brand new pem key file.

1) Logon the EC2 Console

- inatsmce Typs - Avamabiny Zoss - insmnce St < St . 5 Parule - PvePs

& 72enens Yo WIMIUZOTEW H2U20T

Instance: |- DbHM6I0adOTICHS (Livua Market Place 1) Public DNS: #c2-54-214-220-7,

Sialus Chocks | Momitoring | Tags | Usage Insirucsons.

Figure 33: Logon EC2 Console

2) Choose AWS Marketplace
= o

Step 1: Choose an Amazon Machine Image (AMI)
AR A7 55 mglas I conlins e SOABIS CONMGLAAON {0pSHaBG Sy, BpGACAIN SErver, 30 BERRCANNS) FGUN 1o IAUNEN Yoo NSTAES Yol Ca SS6EE a0 AMY vRdad Dy AWS, G4 S8 COMUnIy, O i IS MArSS1Ia0a; o you
o A

Gk stae

My Abs

AW Markarpisce \afFwsmarketplace

can e fne and lauch saftwane drectly within ECZ for 2l AWS

Featured Software

p=
(c1s
\

Popular Software

G

TIBCO Spotired
Aralyiics Platiarm (H

Figure 34: Choose Marketplace Option



3) Find Control-M Workload Automation by searching BMC

V.Choose A 2 Chommbmtancn Trpe 3 Codfgrebosiance 4 ARIShrage 6 A1 Togs . Con 1
Step 1: Choose an Amazon Machine Image (AMI) Gancel and Exit
Ain AMI b a templas i cantans fhe saftware confgarabon (operasrg system, appbcation server, and applcations) requared % launch yaur insiance. You can seleci an AW provided by AWS, our usar cammuniy, or e AWS Maskeiplaco; or you can select ane of your
ann AMIS
Cuick Stan 101 ot 4 Progucts
1 M| ®
My At
Control-M Workiosd Automation (BYOL)
- B J—
16001 Sekiy BUC Sethara
Semmunay AMIs Exing Yo 0w License +

* Categuries tica workdaad processes hom & 8 ol VAR 85-BDDMCAION 810 CIOS3-DRATON SCHESUNg CAEALHNLES, TS ot

Al Gategeries
Software Inhasiructure (1)
~ Opsrating System
Glear Fiter
= Al LinuxiUnia
Red Hal Enterprse
Lok (1)
~ Sottwars Pricing Plans.
rng Your Own License
ol
~ Region

] Gurrens Regian (1)

Figure 35: Find Control-M

4) Choose Instance Type

1 ChlAMI 2 Chocssestance Typs 3 Cenligus

4 Asameeg 5 A Tag o 7 R

Step 2: Choose an Instance Type

Aema2on EG2 provides a wide seloction ofnstance ipes optnizad o Bl ereed se cases. Instances ars virtualservars Mt con un apgications. They have vesyig combinatons of G, memosy,siors(, ad notworking capaciy, and give you th fss
e arosmate moxof tescurces or your apglabons. Leain mare about nats e ey ca et your
Fitarby: | Allinstancetypes v Currentgsnerstion ¥ ShowiHids Cotumnz
Curranty salsctad: ma xarge (13 ECUS, 4 CPUS, 24 GH, el Xeon ES-267643, 16 Gi memery, EBS o)
Note: The vendor s g ma g o SR—
Famay - e - mstance smrage(aey (I - EBsOptmmsaAvoionis (I - Neswors Patormanca (i s amecn
° noral sy @ o ' I o Moderst v
") neral purp S 1 = 1o .
° per punpe 2 smal [ i .
] nera q [ 1o Mogerat
2 neral purpese 12 large 2 L EBS only i Yes
° pecal suepose 2 strge ' £8S oy Moderate
° nera purpese @ 2aarge x £05 only Moderae
General pupese: e g 2 f £85 ony ves vogerate ves
. General pupose m rge . " E8S only ves High ves
Gensent purpose it 2rtarge 8 £ only ves Hah ves

Figure 36: Choose Instance Type

4) Configure Instance Details

Step 3: Configure Instance Details

Canfigure the instance o suit your requrEments. You can kaunch muie nstances fom the same AM o e of the lowes pricng, e instance, and more

Number of instances | Lasunch inko At Sealing

Purchasing option ({

Hetwerk

VC-BCER0TED (el

Subnet

No preforence {delaull ubne i any Avaisbitly Zon Greate now subaet

Autorassign Public 1P

Use subnet setiing [Enatie]

Piacamant group

o placement grp

WMrcle ) [foas 7] © Create new taw roke
Shutdown behsvior (j) [Siop
Enable termination protetion (| Protect against acodental emination

Monitoring

Enatis CloutWatch setalled montaring
Aektonai charges apply

EBS-optimized instance

Tenancy Shared - Run a shaed b

AN charges wil o¢

» Advanced Details

Figure 37: Choose Instance Details



5) Add Storage

Step 4: Add Storage
our instance i b susched wih 0 S0 devios Setngs. You can Stach st instance sire instance, o
it the sestngs of he root vokime. You adasionnl E6S b g aninstance tore wiumes. Leam more abaut

stonage apticns in Amazon EC2

Thraughput
M) (i

Reat ideadat snap. 16368841 B0 [Goneral Purpose S50 (6P7) ] 160/3000 MiA = Mot Encrypied

Add Naw Volume

Velume Type (i Devies (i Smapshot (i Size (GIB} (i) Volume Type (i 10PS (i Delete on Termination (| Encrypted (i

Froa fier ohgible customars can got up o 30 GB of EAS General Purpese (SSD) or Magnelic sioraga. Leam morw aboul ree usage tier slgiblfy and
usage resirichans,

Cancel  Previous

Figure 38: Add Storage

6) Add Tags

Step 5: Add Tags

A lag cansists of a case-sensilive key-value pair. For example, you could define a tag wilh key = Name an value = Webserver. Leam mure about (5gging pour Amazon EG2 resaurces

Way {127 chansck Valbe (255 charsctees maximum)

ame )

Add anothertag  (11p 10 50 lags s

e e e
Figure 39: Add Tags

7) Configure Security Group
You can choose to either create a new security group or select an existing one

Step 6: Configure Security Group
A Sacunty Qroup is & 561 f eswall eS at COMIDI e WA or yous INS1ANG3, O S BA08, Yo CA 300 rle 10 81w SDACITC WM 1 1836 your MSIANCE. For SXaMEls, I you want 10 551 Up @ walb 6rves and alow INmat M 10 ach your nstance, 390 rles mat
‘o unresiced access 10 e HTTP and NTTPS ports You can crea a nem security raup o selert o an exsting one belomw. Leam more about Amazon EC2 secusty prougs:

Assign a security group: SCreate & new secury goup
Select an existing secunty o
Security group name:  |ControlM Workioad Automabon -BYOL—8.0-01 AuogendyAWSME- |

Description: [This secusily group was generalod by AVYS Markeiplace and is based an recom

Tpe Protocal (i Port Range (| source (i

|ET— Tor 2 Gusom ] (00000 o
| r— Tom F ] [Guiom ] (o000 o
| — Tor = [Gusion ) [a0 00 o
| T — Ter 7 [Custon ] [a0g 00 ]
Custom TGP Ruke ~ Ter ) ] Cusiom ] [0.00010 [
Custom TCP Ruke ~ Ter 13075 - 13100 ] Cusiom ouoon [
e — Tor 5 ] Guvon <) (0000 o
Add Rule
A Waming
RS Wi 50418 1 0.0.0/010 w3 I SJ0PG3565 1 BCCESS YOUF (AN, nom ke 1P ackresses ony

conct o (Y
Figure 40: Configure Security Group



8) Click Launch and Select key pair
You can choose either to use the existing key pair or create a new one

Sle&7: Review Instance Launch
¥ AMI Details

o AM|

Control-M Workioad Automation (BYOL)

(83 110 ou-condral 1| ONECTM-VSCF-ANd.SIngRE C2_RHEL T

Hourly Softwara Fess: $0.

Select an existing key pair or create a new key pair x
Sofware charges wit begin
By launching a public key private key file tiat
End User Lcense Agreement p 5 i
~ Instance Type 2 Eat instance type
Instance Type ECUs vCPUS Mo I+ Performance
i sage " ‘ 0

~ Securlty Groups

Bk e
Orseron e (o el
SR —— .. |
Figure 41: Select Key Pair
9) Launch Control-M Instance

Launch Status

running sla
ik View Instances & your instances’ stab e running siah conmect i ther Fum (he Insts n. Fin w 1 conmect

~ Geting started with your

View Usage Instructions. Opan Your Softwars on AWS Markstplace.

~ Here are some helpful resources to get you started

Figure 42: Launch Control-M

Post Procedure — Activate Control-M

Below procedure demonstrates how to activate Control-M after the Control-M Instance has been created under either
regular AWS Marketplace or AWS Marketplace EC2 Console:

1) Connect to the created Linux platform, and below welcome information will be prompted

ec2-user@p-1

[The authentici:

ECDSA key fingerprint 1s d7:

Are you sure you want to continue connecting (ye
rning: Permanently added 'ec2-54-202-251-178.us-west-2.compute.amazonaws.com,172 19°

s-west-2.compute .ama:
119)* can't be establi:

(ecpsa) to the list of known h

ast login 2 16:27:27 2016 from 52.59.60.173
welcome to Control-M installation.

ontrol-M, you need to define the following:

abase Admin ('postgres®) password for the Local PostgresQL server that is used by Control-M.
(Also used to log in to Control-M Workload Automation clients, web and API).

abase owne .
rver database owner password

complete at another time run ./.init_ctm from the ecs2-user home directory.
Do you want to continue (Y/N)7 : [

Figure 43: Connect to Control-M Instance



2) Follow the prompt to setup the required username/password

ntrol-M, you need to define the foll :
se Admin ('postgres') password for the Local PostgreSQL server that is used by Control-M.
\um:rcﬂ—M EM datab se owner name (Also used to log in to Control-M wWorkload Automation clients, web and API).

NOTE : If you want to complete at another time run .init_ctm from the ecs2-user home directory.
Do you want to continue (Y/N)? : ¥
Do you want te continue (Y/N)?

© emuser

se retype password :
ontrol-M/Server Database Owner username : ctmuser
Password :
Please retype password :

Do you want to continue (Y/N)? : ¥
configuring local database server
Updating il
Updating EM tem;ﬂ ate and xml files with public name ec2-5 -251-170.us-west-2.compute .amazonaws . com
Updating CORBA configuration file with public name
Creating SSL certificate based on public name
Creating erver database
eating |/ s
Starting C M/Agent
Starting M/Server configuratien agent (CA)
Starting z
Starting Control-M/EM components

Creating basic EM components
URL to start working with this Control-M instance: http://ec2-5 e 51-178.us-west-2.compute.amazonaws .com: 18
Waiting for Control-M/Enterprise Manager gateway to connect to the local Cobtrol-M/Server

Done
33-119 -

Figure 44: Configure Control-M Details

3) Connect to the Control-M website

B - o x
3 Control-M x
C )} | ® ec2-54-202-251-170.us-west-2.compute.amazonaws.com: ARV |
H Bookmarks [} BOM ¥ Google Maps <= Time Zone = ) Goog M Gmail Property’ I Blog! [l Extertainrment, | B Mainframe: . Xin » Other bookmarks

bme Control-m

Control-M Client Automation API Kit Applicti
3 S BE | integrato

ncluding

Figure 45: Connect to Control-M Website

Note: Ensure that the connection to Control-M/EM Web Server port at 18080 can be established



1 » telnet ec2-54-202-251-170.us-west-2.compute.amazonaws.com 18080
ing 54. .251.170
nected to ec2-54 251-170.us-west-2.compute.: naws .com.
scape character 1s

Figure 46: Ensure Control-M/EM Web Server port 18080 is reachable

4) Download the Workload Automation Client
Z% BMC Software Installer — x

Downloading package for Workload Automation Client Version 9

Downloading...

Figure 47: Download Control-M Client Installation File

5) Install the Workload Automation Client

License Agreement
Are you paying the cost

of maintaining multiple
schedulers?

Product Settings

Summary

Installation and mir

Module installation progress:
3 b C:\Program Files\BMC Software\Control-M EM 9.0.00\Defaultipgsql32\lib\postgres.lip
mc I Control-M Workload Automation Clientfiles

Total installation progress:
| 111

Cancel

Figure 48: Install Control-M Client



Additional Information

A: In order to connect to Control-M instance created from AWS Marketplace, note the following:
o The ec2-user needs to be used to connect to the Control-M instance
o The created pem key file is also used for ec2-user authentication during connection
o However, the Control-M is installed under the user of control
[ec2-user@ip
controlm
Figure 49: Check created users
B:

Below screenshots demonstrate how to switch to controlm user from ec2-user

Note: By default controlm user will be given the full administrative permission to manage the installed
Control-M.

2-user@ip-172-31-33-119 homels whoami

sh-4.2# su - controlm
login: Thu Feb 16 23:00:37 EST

failed login: Thu Feb 16 1 S/
There were 2 failed login attempts since the last successful login.

1-33-119.us-west-2.compute.internal% whoami
controlm

p-172-31-33-119.us-west-2.compute.internal% []

Figure 50: how to logon as controlm

ontrolM" on 1p-172-31-33-119.us-west-2.compute.lnternal 1s alive!
"Connected"

119.us-west-2.compute.internal 1is alive!

33-119.us-west-2.compute.internal® on ip-172-31-33-119.us-west-2.compute.internal is alive!

registered.

ONTROL-M Configuration Server Status

5" on 1p-172- 119.us-west-2.compute.internal is alive!
ge returned: "OK!
ONTROL -M/EM Configuration Agent Status

onfig_Agent on ip-1

est-2.compute.internal is alive!
sage returned: "OK"

ontrol-M Naming Service Daemon Statu

Naming Se

L machine, ec2-54-202-251-170.us-west-2.compute.amazonaws .com: 13075

Figure 51: Check Control-M/EM status



C: Each AWS instance has its internal (private) name and public DNS, Control-M listen on public DNS only

-2.compute.1internal% hostname
st-2.compute.internal

-2.compute.internal% orbadmin n atu
Naming Service status: Running on local machine, ec2-5 51-178.us-west-2.compute.amazonaws.com:13875

Figure 52: viewing the hostname and listening port of Naming Service

D: Installed Control-M products using “Onelnstall” Installation Type”

-31-33-119.us-west-2.compute.internal% cat installed-versions.txt
PLATFORM PACKAGE-DATE ~ INSTALL-DA VERSION INSTALL-TYPE  COMMENTS

INSTALLATION  Server
INSTALLATION  Agent 64-bit
INSTALLATION  EM
INSTALLATION

INSTALLATION

Control-M/Agent FP 1

PA
INSTALLATION  Control-M Application Integrator
FIXPACK ntrol-M Application Integrater FP 2
INSTALLATION  Control-M for Databases
INSTALLATION  BMC Control-M Automation API
. x FIXPACK Control-M Automation APT FP 1
_64 0 00 FIXPACK BMC Control-M/Enterprise Manager FP 2
Aug- 0 2 .26 PATCH Control-M/Enterprise Manager Patch 1
.us-west-2.compute.internals

Figure 53: view installed-versions.txt of Onelnstall Installation type



Activities after recycling the AMI

Amazon EC2 instance hostnames are derived from the IP address that is dynamically assigned to the instance at
startup. Unless the Amazon EC2 instance is allocated with an Elastic IP address (static IP address), the instance will

be assigned to a new public IPv4 address after a server restart.

Therefore, after recycling the Amazon EC2 instance, do ensure you update the local DNS Server to use the new

hostname and public IP Address of the Amazon EC2.

Additionally, follow the below procedures to publish the Control-M/Enterprise Manager on the new public DNS name.

Note: The example below is based on Windows platform

1) Stop Control-M/Enterprise Manager Configuration Agent

s [m0a B vmun

senaces ona) |G e el

Control M/Enterprise Manager
Configuration Agent

Stop the service

' Extended [ Standard /

COM+ System Applicstion
Computer Browser

Contral-M for SAP Extractar
Control-M OEBS Watcher
Contral-MfAgent
Control-M/Agenst FileWatcher

Satus
Running

Facilitates &
Provides su.

Processes in..
£WS Lite G Running
Transters fil.

Copi
CloudForm,

The CNG ke,

Supports ... Running
Manages th...
Maintains ..

BMC Softw,

BMC Softw,

. Running

Sartup Type
ut

Menus Loesl Senvice
Marua
Automatic
Menus
Automatic
Automatic
Manua

Automatic Lacal Service
o Lacal Syste.
Dissbled Local Syste...
Manua Local Syrte.
Manus Lacal Syste
Mutomatic  Local Syste...
Mo Local Syste.

Devie .
Device Setup Manager

Running

The DCOM
Enables pait..
Enables ac.
Enables the .

Lacal Syste.
Lacl Spste.
Local Syste..
Network 5.
Loeal Syste.
Local Syste...
acsl Syt
. Local Spste..

Figure 54: Stop Control-M/Enterprise Manager Configuration Agent

2) Launch the Windows task manager, ensure all below processes are stopped

3) Open the cmd.exe console and navigate to path to:

emwa.exe
emcms.exe
emcmsg.exe
emgtw.exe
emguisr.exe
emmaintag.exe
eaming_service.exe

<Drive:>\Program Files\BMC Software\Control-M EM 9.0.xx\Default\bin>

4) Run command of ‘updateEmPublicHost.bat’ to update the Control-M/EM with the new IP Address



(= [ |

o | Administrator: C\Windows'\system32\cmd.exe
operabhle program or batch file.
:“\Program Files“BMC Software“~Control-M EM 2.8.88“Default>cd hin
:sProgram Files“BMC Software~Control-M EM 2.8.88“Default~bin>ls
*ls’ is not recognized as an internal or external command.
operahle program or bhatch file.

:sProgram Files“\BMC Sof tware~Gontrol-M EM 2.8.88“Def ault~bin>orbconfigure
:snProgram Files“BMC Software~Gontrol-M EM 2_8.88“Default“bin>control

;\Program Files“BMC Software~Control-M EM 9.8.88Default™bin>updateEmPublicHoszt
at

pdating public hostname to ec2-54-244-58-146.us—west-2_compute.amazonaws.com
efault :—ORBInitRef=-HameService=corhaloc::1.2Rec2-54-244-58-146 . us—west—2_.comput
e.amazonaws .com:13875 /NameService
>>>> Updating EM template and xml files with public name ec2-54-244-58-146.us—we
t—2.compute.amnazZonaws .com
>>>> Updating CORBA configuration file with public name
i *—QRBListenEndpoints’ added-updated successfully
*—QRBListenEndpoints® added-updated successfully
*—0RBInitRef’ added- updated successfully

s\Program Files\BMC Software~Control-M EM 9.8.88\Default>\bin>

Figure 53: update EM with new PubliclP

5) Start up Control-M/Enterprise Manager Server as per normal procedure

Submit jobs to Control-M/Agents behind AWS Elastic Load
Balancing

AWS ELB (Elastic Load Balancing) automatically distributes incoming application traffic across multiple targets, such
as Amazon EC2 instances where Control-M/Agents are installed at. And Control-M V9.0.18 supports AWS ELB, by
which the job is submitted to ELB DNS name and then routed to one of the EC2 instances participating in the load
balancing group.

AWS Elastic Load Balancing offers three types of load balancers including Application Load Balancer, Network Load
Balancer and Classic Load Balancer. As Control-M Server utilizes TCP protocol to communicate with Control-
M/Agents, only Network Load Balancer and Classic Load Balancer are supported.

After installing Control-M/Agents at all the EC2 instances participating in the ELB, please follow the below procedures
to configure Control-M products to submit jobs to Control-M/Agents behind AWS Elastic Load Balancing.
Note: The example below is based on Linux platform

1) Logon Control-M Configuration Manager, find the parameter of EnableLoadBalancerRouter in Control-M/EM
System Parameters and change it to True



2)

3)

CONTROL-M/EM - System Parameters x
 General
- LDAP
i~ Audit and Annotation column
i Control-M Web =
eIf Service Type Name Description Value  Default... Refr... LastUpdate
Workload Change Manger @ | #oad | | ‘ | ‘
i~ Batch Impact Manager
.. Manage 55L bim ConditionDaysTolLoad CONTROL-M/EM - Update System Parameter X
. Advanced bim SupportWorkLoadResources
Type: gener
forecast | SupportWorkLoadResources b2E | a ‘ | iz |
» general  EnableLoadBalancerRouter L |E1ab|e|.oad3dmoerP.outEr ‘ |R'ES"°'e Default ‘
general | MFTTrafficLoadChartUnits Value: True |
general | MFTTrafficoadMaxBars Last Update: 42 M, 6/28/2018 ‘ | Close ‘
general | OutpututoloadLimit .
Description: [The parameter allows/blocks the ability
general  |WebServersLoadBalanceEnabled to define a Load Balancer Router from
general WorkloadHistoryMaximumNum ccM.
gsr CloseOldDownloads
gsr ControlResourceLoadLimit
gsr EMAPTActiveJobsLoadLimit
gsr PrereqConditionsLoadLimit a
gsr QuantResourceL oadLimit
Type: |t ~ ‘
gtw MaxUploadBufferMPM
atw MaxUploadBufferMys T E |
Host: E |

Register Control-M/Agent EC2 instances to ELB

Add or Remove Instances
Instance

B -0id0B0TTS6eskaT
i4124a09a11869045c5

B 02120380003
1086140701129931

Availability Zone Distribution
2 instances in ca-central-1a

Add and Remove Instances

Foi - Limux Agent 1 - ELB
Fei - Linue cims313
Fei-Linue Agent 2 - ELB
Fel - WinEMClient

-

Figure 54: enable EnableLoadBalancerRouter

T tabie Delow IStS & your TUNNINg EC2 INSIANCes. CNECK INe DOXES In e SSiect Column 1o
add those instances o his load batancer.

Waring: Unchecking instances and clicking save wil remove thess imstancas from your load baiancar

@ ruming  FelSecurityGroup

- zane
caantral-1a
cacentrak-la
cacentrai-1a

ca-centrak 1b

~  SubnetiD

‘subnat Sb36TR
‘subnet Sb36eTI2
subnet-Gb36eTi2
‘subnet B56b9f1e

- SubnetCIDR -

1723116020
1723116020
1723116020
172310020

Figure 55: register Control-M/Agents to ELB

Create the Security Group for ELB and Control-M/Agent instances

A: enable TCP protocol for port 7005 and 7006 which are communication ports between Control-M/Server and

Control-M/Agent.

B: enable the ICMP protocol as Control-M/Server submits ping request to Load Balancer to do the health check

and obtain the Agent host id before job submission.
C: this Security Group must be associated to both ELB and Control-M/Agent instances




Edit inbound rules

Type (i) Protocol (i) Port Range (i) Source (i) Description (i)

[custom TcPEY|  [TCP | [roos-7006 | [custom v |[0.0.0.00 [e.g. sSHfor Admin Deskiop | €@
[CustomICMP v| [EchoReply v| NA [Custom  v][0.0.0.0/0 le.g sSH for Admin Deskiop | €@
[ssH v [rcp | |2 | [custom  +]|[o.0.0.00 [e.g SSHfor Admin Deskiop | €@
Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends

on that rule to be dropped for a very brief period of time until the new rule can be created.

Figure 56: create Security Group

4) Create ELB Listeners and add TCP port 7006

Edit listeners

The following listeners are currently configured for this load balancer:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
[Tcp v| [7006 | [TCcP v| [7008
Add

Cipher = SSL Certificate

NIA

N/A [x]

cancel RE3

Figure 57: edit ELB listeners

5) Configure ELB Health Check with TCP port 7006




Configure Health Check

Your load balancer will automatically perform heaith checks on your
EC2 instances and only route traffic to instances that pass the health
check. If an instance fails the health check, it is automatically removed
from the load balancer. Customize the health check to meet your
specific needs.

Ping Protocol TCP v

Ping Port 7006

Advanced Details

Response Timeout @ l:laeconds
menal @ B0 seconcs

Unhealthy threshold (i)

Healthy O] 10 v

Cancel @

Figure 58: configure Health Check

6) confirm the Control-M/Agent’s Logical Agent Name

A: logon Control-M/Agent and run ag_diag_comm
B: check ‘Agent Host Name’ and ‘Logical Agent Name’ to ensure they are same, please refer to below as sample

Agent Host Name 1 ip-172-31-18-245.ca-central-1.compute.internal
Logical Agent Name :ip-172-31-18-245.ca-central-1.compute.internal

As once a job is submitted to ELB, the ELB will route the job to a Control-M/Agent and pass the Logical Agent name
back to Control-M/Server. This Logical Agent name will be registered at ‘Host’ in the active job as shown below. This
Logical Agent name must be resolvable from Control-M/Server, because Control-M/Server use this Logical Agent
name for all the subsequent requests for example viewing job output, rerunning the job, etc.



7

8)

Job: OS_Job#logicalname

Control-M Server:

.Genea | Schedulng | Run Inforrmation | Prerequisices | Actions
Job Type: 0s
Job Mame: | 05_Job#logicalname
Description:
Run as Dummmy
What: Cormmmand v =
Cornrmand: hostname
Host: ip-172-31-21-231.ca-central-1.compute.internal
Host Group: | feielb-589826512. ca-central-1.elb.amazonaws.com

ip-172-31-18-245.ca-

Run As:

| ctrmagent

Parent Folder:
Application:

Sub Application:

Folder#2

Close

define all of the load balancer participating Control-M/Agents through the Control-M Configuration Manager

Figure 59: confirm Logical Agent Name

define the Network Load Balancer Router through the Control-M Configuration Manager




'_‘?_J Add Metwork Load Balancer Router

Control-M/Server Name lip-172-31-18-245.ca- v|

Metwork Load Balancer Router Host Name || |

Communication
*Server To Agent Port Mumber: | 7006 |
Check Interval {Available Agent): |;.r2|;|g |
Retry Interval (Unavailable Agent): |gg |
Unavailability Shout Urgency: |Regular v |
Communication Timeout: | 120 |
Agent TCP/IP Timeout: | |
Maximurm Retries: | 12 |
*Secure Socket Layer; |DEfE|_||t v |

* Please verify value is identical in all CTM Agents connected to
Metwork Load Balancer Router

this

"Network Load Balancer Router” component is not a Control-M
component, It requires spedial 3rd party hardware,

Test QK

Figure 60: add Network Load Balancer

Related Products:

1. Control-M/Server for UNIX and Microsoft Windows
2. Control-M/Enterprise Manager
3. Control-M/Agent for UNIX and Microsoft Windows

Cancel

=n



Selecting the CE2 Instance Types

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases.
Instance types comprise varying combinations of CPU, memory, etc. Each instance type includes
one or more instance sizes, allowing you to scale your resources to the requirements of your target
workload.

The table below enumerates different instance type and based on the CPU used for each
instance type the table specifies the SPEC rating of the CPU at the time this paper was
updated.

AWS instance type CPU model SPEC value for vCPU

M4 Intel Xeon® E5-2686 20 SPEC
Processors or Intel Xeon® E5-
2676 Processors 2.4Gh

M5 Intel® Xeon® Platinum 8175M | 20 SPEC
Processors 3.1Gh

Mb5a AMD EPYC 7000 2.5Gh 20 SPEC

M5n Intel® Xeon® Gold5122 30 SPEC

Processors 3.6Gh

Al M4, M5n, M5a and M5 are good candidates for Control-M/Enterprise manager and Control-
M/Server. The number of vCPU that should be allocated depends on the total SPEC value
require for your workload. To calculate the total SPEC value required see the Installation guide.
Different Control-M components have preferences for either memory of computing optimization.
Control-M/Enterprise Manger has a preference towards memory optimization and Control-
M/Server has a preference toward Compute optimization.

SPEC values change based on the CPU model. The CPU model information can be found on
the AWS site at https://aws.amazon.com/ec2/instance-types/



https://aws.amazon.com/ec2/instance-types/

